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ABSTRACT 


This research paper examined potential privacy concerns, examined how private data is being misused, and considered how artificial intelligence can potentially play a 
significant role in the same. Private data was investigated, along with its potential for misuse and how it has grown to be the century's largest corporate sector thanks to 
links to the concept of the Placebo Effect. The research consistently emphasized artificial intelligence, its function in the modern world, and its potential power. It then 
looks at how artificial intelligence can be employed as a tool to misuse people's personal information, and later discusses how artificial intelligence could be used to 
limit data exploitation. However, when private information is taken and sold, it could help people in a variety of ways, including tracking down criminals using 
algorithms, predicting epidemics and treating diseases, and improving services and goods by different companies that will give customers a better quality and 
luxurious feel, and so much more that could be improved and benefited from the private data of the public that gets collected and ultimately sold to major corporations. 
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INTRODUCTION 

Private data is information that a person has about themselves that is not accessi- 
ble to the general public. Passwords, bank information, transactions, etc. may all 
fall under this category. Any personal, personally identifiable, or financial infor- 
mation may also be referred to as private data. Private information must be pro- 
tected because if it falls into the wrong hands, bad things may occur. For instance, 
a data breach at a government organization may expose sensitive information to 
adversary nations. Constantly, it is crucial to maintain one's data private as it pre- 
vents the information ofa business from fraudulent activities, hacking, phishing, 
and identity theft. Any corporation that wants to operate efficiently must create a 
data protection plan to secure the security ofits information. AI analytics is a sub- 
set of business intelligence that makes use of machine learning methods to 
unearth new patterns, correlations, and insights in data. In order for the software 
to learn automatically from patterns or features in the data, artificial intelligence 
(AI) combines massive amounts of data with quick, iterative processing and 
sophisticated algorithms. In order to manipulate data and analyze it, which will 
be extremely helpful for us in order to track down criminals using algorithms, pre- 
dict epidemics and treat diseases, use businesses to improve their services and 
goods, and much more as well, artificial intelligence is able to combine large 
amounts of data sets and form patterns quickly. This research paper will mainly 
focus on an analysis of private data being misused by Artificial Intelligence indi- 
cating that when private information is taken and sold, it could have both, posi- 
tive and negative, implications connecting to it. 


What Is Privacy of Data & Its Worth 

Data privacy refers to the ability of an individual to control the sharing of their 
personal information with others. Personal information may include one's name, 
address, phone number, or online and offline conduct. As the use of the internet 
has grown, so has the significance of data privacy. Websites, software, and social 
media platforms often need to collect and preserve personal data about users to 
deliver services. However, some platforms and applications may exceed users' 
expectations in terms of data collection and utilization, compromising their pri- 
vacy. Additionally, some platforms may not provide adequate protection for the 
data they collect, which may result in data breaches. 


Data protection regulations exist to safeguard the right to privacy, which is con- 
sidered a fundamental human right. Businesses use data protection procedures to 
demonstrate to their clients and users that they can be trusted with their personal 
information. While some businesses may underestimate the value of public data, 
they will need to become more skilled in evaluating their assets in the future. 
Although there is no consistent method for determining the exact value of data, it 
is estimated to be worth hundreds of billions of dollars. With the creation of tril- 
lions of data points, the lack of verification becomes a problem. Big data and tai- 
lored marketing provide a high return on investment. However, the cost of 
vetting would eliminate a significant portion of the profit margin that drives enor- 
mous amounts of business earnings and sales for firms like Facebook and 
Google. Therefore, it is not uncommon for a 30-year-old single man without chil- 
dren to receive advertisements for baby products after purchasing a baby-themed 
item for his sister's new baby. Many internet users are familiar with this type of 
mistake. 


However, Big Data and targeted marketing continue to expand and thrive in spite 


of these issues. In the USA alone, the data sector now generates $300 billion a 
year and employs 3 million people, while in the UK, publishers and content pro- 
ducers earn £10 billion a year from digital advertising. Businesses will evolve 
along with consumer internet usage as it grows and transforms from a useful tool 
to anecessary component of everyone's lives. Businesses will market and sell to 
us more and more on an individual basis rather than spending a fortune on large- 
scale, all-encompassing advertising projects. 


In conclusion, data privacy is an essential aspect of online activity, and busi- 
nesses must take adequate measures to safeguard their users' personal informa- 
tion. Data protection regulations are in place to protect individuals' fundamental 
right to privacy. Although data is valuable, the lack of verification may lead to 
problems in the future. Firms will need to become more skilled in evaluating 
their assets while balancing the need for vetting against profit margins. 


How Private Data Is Misused 

Eric Schmidt is famous for saying, "If you have something that you don't want 
anyone to know, maybe you shouldn't be doing it in the first place” when he was 
the CEO of Google. The British government chose the catchphrase "If you've got 
nothing to hide, you've got nothing to fear" to advertise a widespread CCTV sur- 
veillance program using the same logic. These instances show how various pri- 
vacy violations! negative effects on law-abiding persons are frequently disre- 
garded, underappreciated, or even purposefully hidden. As a result, many people, 
including judges, find it difficult to explain why protecting personal information 
is crucial. 


The role of data protection advocates has been under scrutiny with the labelling 
of such advocates as "privacy alarmists," while privacy is considered to be “old- 
fashioned”, “overly expensive”, and “a roadblock to innovation”. This miscon- 
ception has significant consequences for public policy and discourse and rein- 
forces the legitimacy of the current flawed privacy rules that fail to safeguard peo- 
ple against unethical data practices. 


Yelp, a popular review platform, boasts over 140 million local business reviews 
that aid customers in identifying local businesses. However, this abundance of 
information has other potential uses. For instance, Yelp reviews could help res- 
taurants decide whether to add a bar or explore new markets. It can also assist 
property investors in identifying potential gentrification hotspots, or help private 
equity firms choose between Philz and Blue Bottle for investments in the coffee 
industry. 


For managers making strategic data decisions, the vast data sets accumulated by 
private enterprises present both new opportunities and challenges. While there 
are numerous cases of data repurposing gone awry, it would be counterproduc- 
tive for businesses to hoard their data. Instead, they should consider how their 
data can complement existing public data sources before dismissing its potential 
uses. 


If personal information is not kept private or if individuals are unable to regulate 
how their information is used, it may be exploited in a variety of ways, including 
the following: 

1) Discrimination and Evaluation: Personal information is used to assess indi- 
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viduals in accordance with predetermined standards or group them into enti- 

ties for later treatment. 

- Identifying Political Opponents 
Individuals can be identified as supporters of particular political move- 
ments, regimes, or candidates based on their publicly expressed beliefs 
and behaviour. For instance, a person's participation in a specific street 
protest can be inferred from their social media activities and 
smartphone location. In some nations, authorities combine vast 
amounts of data on individual citizens, including medical records, 
travel reservations, online purchases, social media comments, location 
data, and information on interpersonal relationships to identify people 
who are suspected of politically sensitive activity and act against the 
interests of the government. Private corporations from Western democ- 
racies have already provided assistance to authoritarian nations in find- 
ing and repressing their opponents. For example, Yahoo provided the 
email correspondence of two dissidents to a foreign government. 

- Unequal Hiring Procedures 
A wide and growing range of personal data, including biometric infor- 
mation, health records, and social media data, is being used in recruit- 
ment decisions, leading to unfair and illegal employment practices. 
Companies specializing in employment screening provide employers 
with comprehensive background checks on specific prospective candi- 
dates. 


2) Discrediting: Personal data is disclosed in ways that affect the data subject's 
legal status and/or reputation. The latter refers to the subject's regard and 
esteem held by friends, family, employers, colleagues, and other close social 
contacts in addition to the subject's status in society at large. 

- Political Defamation Strategies 
Negative information can be disseminated about an activist to damage 
their reputation, credibility, or political influence. This strategy is often 
used by businesses and public authorities to undermine their critics and 
opponents, in addition to election campaigns and dictatorial govern- 
ments. Examples of such tactics include General Motors' actions 
against Ralph Nader, an advocate for automobile safety, the 
COINTELPRO scandal, in which US law enforcement agencies infil- 
trated and discredited civil rights and anti-war organizations, and the 
FBI's publication of Martin Luther King's extramarital affairs. 
- Legal Evidence 

Personal data collected by technological companies can be used to pro- 
vide evidence ofa person's unlawful behaviour to law enforcement offi- 
cials or in court. Companies gather a wide variety of data about their cus- 
tomers, such as private emails, audio recordings captured by Amazon's 
Alexa, health and activity data from wearable fitness trackers, and com- 
prehensive location records from Google Timeline. Law enforcement 
officials have previously requested such sensitive information as evi- 
dence. For example, Google received requests from authorities to hand 
over data from more than 340,000 user accounts in 2019 alone. While 
the production of evidence is vital to a functional legal system, exces- 
sive monitoring can undermine civil liberties. As Aleksandr 
Solzhenitsyn observed, "Everyone is guilty of something or has some- 
thing to hide." 


3) Personalized Persuasion: To boost a message's persuasive power, it is tar- 
geted and/or customized based on facts about the recipient (such as prefer- 
ences, personality traits, political attitudes, and phobias). 

- Commercial Advertising 

The usage of personal data by social networking sites, search engines, 
and online ad networks to target specific audience members with adver- 
tisements is common. For example, "behavioural targeting" presents 
advertisements based on users' previous web usage and browsing hab- 
its. Empirical studies show that even targeting ads based on consumers' 
smallest signals of preference, such as a single Facebook "like," can 
have the psychological effect of persuading a large number of individu- 
als. Advertisements can also be targeted based on a person's lifestyle, 
demographics (such as gender, age, income, and work status), current 
location, or even emotions and mental states, such as when they are 
depressed, afraid, or feel less beautiful. Additionally, algorithms are 
being developed to automatically replicate the visual characteristics of 
target individuals because consumers are more receptive to advertise- 
ments when they feature people who resemble them. These algorithms 
can be continuously refined and fine-tuned using data on people's atti- 
tudes and behaviour as real-time feedback until they achieve the desired 
manipulative effect. 


4) Accessing Protected Domains or Assets: Personal information is used to 
access a data subject's private accounts, private property, or even the entire 
identity in order to access protected domains and assets of the subject. 

- Identity Theft 
Personal information, such as dates of birth, passport numbers, Social 
Security numbers, phone numbers, Medicare numbers, addresses, and 
financial account numbers, can be exploited by criminals for identity 
theft. With such information, criminals can impersonate individuals and 
carry out fraudulent activities, such as opening accounts, making pur- 


chases, or filing false tax returns in the victim's name. Despite being a 
long-standing problem, identity theft has become more prevalent in 
recent years. Criminals can access a victim's online accounts by using 
leaked passwords and answers to security questions, such as the vic- 
tim's mother's maiden name. This can enable them to send messages and 
even threaten others on the victim's behalf. Identity theft victims often 
experience various negative consequences, including lawsuits, loan 
and government service denials, debt collection harassment, embar- 
rassment, worry, and anxiety. Some emerging types of identity theft 
even use biometric samples to synthesize fingerprints or a victim's 
voice to deceive biometric authentication systems. 


The misuse of private data in the political sector occurred during the 2014 US 
Presidential Elections when it was revealed that Donald Trump and his campaign 
had primarily focused on scraping, analyzing, and manipulating data from 
Facebook in order to secure the presidency. This illustrates the immense power 
that private data holds and how it can be abused to achieve different objectives, 
be it winning an election or gaining more views and consumers for a business. 


Any of these outcomes can be detrimental to an individual. For a company, these 
consequences could result in penalties, sanctions, and other legal repercussions, 
in addition to causing irreparable harm to its reputation. 


In addition to the practical implications of privacy infringements, many individ- 
uals and governments believe that privacy has intrinsic value as a human right 
essential to a democratic society, akin to the freedom of speech. 


How Private Data Is the Biggest Business of this Century 

Every day, billions of people use the internet, with Google alone receiving 8.5 
million searches per day. While the daily services we use on our phones and 
laptops are free, we pay for them with our personal data. The process involves 
invading personal spaces to collect data and claiming ownership of that data for 
the corporation. Companies like Google have grown from profitable startups to 
multimillion-dollar enterprises in just a few years, thanks to the monetization of 
data. 


The term "extraction architecture" refers to the interface between the physical 
and virtual worlds. In surveillance capitalism, the extraction process is almost 
entirely automated, benefiting the aforementioned firms and having little to no 
impact on consumers. Instead of being used to enhance the user experience, the 
data is sold to other businesses. Targeted advertisements aim to sell products, so 
the data is analyzed to predict behaviour and mould it accordingly. Personal data 
is then used to show users personalized ads or other similar experiences, feeding 
into anever-ending loop that has proven to be incredibly profitable. 


However, the extraction architecture has several restrictions. Although the loop 
mentioned above is successful in producing additional raw material, quality must 
also be taken into account in order to more correctly forecast behaviour. The most 
accurate projections match observations, according to Zuboff. As a result, the 
type of data required must also broadly approximate observations. Economies of 
scope refer to this requirement for both a huge amount of high-quality data and a 
significant surplus of it. This comes into being in two steps: 


1; Since the data gathered in the former must reflect the experiences had 
in the latter as precisely as possible, the data gathering must be 
expanded from the virtual world into the real world. As of now, online 
user inputs like likes and clicks have been the most popular ways to 
apply for this extension. The inference is that data collection efforts 
will also be made offline as a result of this. This would eliminate the 
requirement for the user to actively participate in data collection and 
instead rely on sensors or other devices that passively extract physical 
data. 

2. This kind of extraction must obtain more detailed and private infor- 
mation about people. The economies of scope demand that user pref- 
erence data not be restricted to the virtual environment because that is 
insufficient. The methods for gathering data are insufficient, so new 
approaches must be created and used in an effort to obtain even more 
sensitive and private information. Examples include facial recogni- 
tion, affective computing, voice, gait, posture, and text analysis that 
reveal personality, moods, emotions, lies, and vulnerabilities. 


As limitations are reached, stringent extraction escalation is mandated by the 
economies of scope. Economies of action, as Zuboff refers to them, enable this 
continuous escalation. 


By definition, a Placebo is an artificial substance that doesn't deliver the stated 
benefit. However, the Placebo Effect is a very genuine phenomenon. Decades 
of research show that placebos (fake therapies) have produced genuine positive 
effects. When patients deliberately believe their treatment will be effective, the 
placebo effect manifests in very tangible ways. Also, receiving treatment—even 
with a "fake" drug—creates unconsciously positive connections that aid in 
recovery. 


The Placebo Effect, which occurs when a person consumes a certain product and 
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is linked to data manipulation through the sale of data by huge organizations, can 
both be observed using the same phenomenon. To begin with, data brokers gather 
and extract information based on a person's preferences and needs, then sell it to 
companies so they can target and draw in consumers. A person would soon 
believe that the product or service targeted at them is a basic necessity in their 
lives due to the placebo effect if they are continually told how important it is for 
them to purchase or utilize a particular thing. This strategy allows firms to extend 
their customer base, which in turn increases the demand for data, making it one of 
the century's largest industries. 


Role Of Artificial Intelligence 

The goal of artificial intelligence (AI) is to create smart computers capable of per- 
forming tasks that traditionally require human intelligence. Machines equipped 
with AI can mimic or even surpass human brain functions. The development of 
Al is gradually integrating into everyday life, as demonstrated by the emergence 
of smart assistants such as Siri and Alexa, as well as the development of autono- 
mous vehicles. 


Artificially intelligent systems can perform actions frequently attributed to 
human cognitive abilities, such as understanding speech, playing games, and 
identifying patterns. They often acquire these skills by analyzing vast amounts of 
data and searching for patterns to mimic in their decision-making processes. 
Humans typically oversee the learning process of AI, rewarding intelligent deci- 
sions and critiquing poor ones. 


Science fiction movies and books no longer exclusively feature AI technology. 
Our daily lives are quickly incorporating tech, thus we must adapt. Despite a gen- 
eral lack of familiarity, artificial intelligence is a technology that is revolutioniz- 
ing all aspects of life. It is a versatile tool that helps individuals to reconsider how 
we combine information, evaluate data, and use the insights obtained to enhance 
decision-making. AI has the potential to alter and have an impact on our daily 
lives as it develops. It might accomplish this in a variety of ways, including the 
following: 


1) Home Automation 
Home automation makes home security more intelligent. A home AI 
can be linked to linked IoT camera systems, alerting the user to any 
alterations in or around the home or any suspicious behaviour. If the AI 
notices something odd, camera systems can also be accessed from a 
phone or computer. Home security systems in general demand a lot of 
user involvement. A security system must be turned on or off from a 
nearby access point before leaving a house. 
This is no longer true thanks to Al-powered home automation. With just 
a voice command, security systems can be turned on or off. This enables 
remote access to a home security system via a computer or a mobile 
device. 

2) Smart Assistants 
Almost all smartphones are outfitted with a virtual assistant that is spe- 
cifically designed to meet the needs of the user. Examples of virtual 
assistant apps that come pre-installed on top smartphones include 
Apple's Siri, Samsung's Bixby, and Windows' Cortana. The significant 
time you save by letting the interface handle tasks for you is one of the 
more obvious benefits of virtual assistants. AI assistants can be pro- 
grammed to update your customer records automatically, manage your 
to-do lists, and organize the copious quantities of emails you receive 
each day. Digital assistants can also help you become smarter over time. 
With a single order, you can access any fact or piece of knowledge 
you're interested in, but your VA may also give you puzzles, riddles, and 
other mental exercises. AI assistants also offer a lot more to ease our 
daily lives, such as reducing stress related to remembering simple 
chores you need to complete or even lightening your workload. AI 
assistants are useful for keeping track of your health, which has the 
potential to be very advantageous for the medical sector. Siri and Alexa 
are two excellent examples of AL Assistants that are incredibly benefi- 
cial and simplify one's life. 

3) Inthe Retail Sector 
Al-based solutions are being used to revolutionize inventory manage- 
ment, offer individualized recommendations to improve customer expe- 
rience, and increase supply chain management. Robots with AI capabil- 
ities are also being employed in warehouses to enhance order fulfilment 
and optimize inventory management. All of the recommendations you 
receive from e-commerce websites are generated by AI. AI assists in per- 
sonalizing shopping experiences, making product recommendations, 
and forecasting consumer behaviour. To increase ROI, recommenda- 
tion engines analyze consumer behaviour and forecast purchasing pat- 
terns. It optimizes inventory levels and supply chain management while 
automating pricing and replenishment processes. 


There has been a recent increase in AI-led efforts because of the enormous prom- 
ise that this technology provides for organizations. The most recent revolu- 
tion—the ChatGPT—is one of these endeavours. Others include creating 
proactive customer services solutions like chatbots or predictive analytics for 
enhanced decision-making. Though being in its infancy and only known to be 
operating at 5-7% of its potential, today's AI still has significant limits. To more 
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effectively direct resources and future research efforts, it is necessary to step 
back and honestly evaluate the merits and drawbacks of current AI. The next gen- 
eration of AI needs to be more high-performing and resilient in order to demon- 
strate the great power that AI possesses, and in each of the areas covered below, 
promising work is already being done at the cutting edge of the field. 


The development of Artificial Intelligence aims to create smart computers capa- 
ble of performing tasks that traditionally require human intelligence. AI- 
equipped machines can mimic or even surpass human brain functions. The inte- 
gration of Al into daily life is evidenced by the emergence of smart assistants like 
Siri and Alexa, as well as the development of autonomous vehicles. 


However, the amazing ability of AI to mimic human intellect raises concerns that 
it may displace people. According to a recent assessment issued by the Organiza- 
tion for Economic Co-operation and Development (OECD) in March, 66 million 
jobs are highly automated, and 70% ofjobs may be automated over the next 15 to 
20 years. In an interview for CNBC, Jeff Bezos, the world's wealthiest man, 
expressed his optimism that AI will be beneficial and make humans happier, 
rather than taking away jobs. 


Alcan assist humans in various ways, including disaster relief efforts. However, 
poorly regulated algorithms and social media platforms can also be used for 
immoral and harmful purposes, as seen in Facebook's involvement in fake news 
and the 2016 elections. Huawei, a state-sponsored technology corporation in 
China, is considered a national security threat by the United States, Australia, 
New Zealand, Japan, Germany, and potentially Canada and the United Kingdom. 
The US government and other organizations also purchase services from Google 
and Microsoft. Elon Musk and Stephen Hawking have warned about the uncon- 
trolled use of AI leading to catastrophe and crimes against humanity. 


Al is learning more effective ways to communicate with and control people, as 
recent studies have shown that AI can recognize habits and behaviours that 
humans use to influence their decision-making. The problem is that AI systems 
can understand people even better than we understand ourselves because they 
can analyze vast amounts of data we leave behind in our digital trail. Every time 
we use Google to search, watch a movie online, visit a store, or post something on 
Instagram, we leave information about ourselves behind. Algorithms can under- 
stand our motives, interests, and even dislikes by identifying trends in this data. 


Manipulation can occur when information is forced upon people without their 
consent or through skewed "news" or viewpoints that promote extremism, misin- 
formation, and fearmongering. It is crucial that Al is used responsibly since it can 
be employed for good or bad. Last year, the Australian government developed an 
AI Ethics Framework as the first stage of this process. Since AI and machine 
learning are data-hungry, effective protocols for data governance and access 
must be established. 


How Artificial Intelligence Can Be Used to Misuse Private Data of The Pub- 
lic 

The first point to consider is that artificial intelligence operates at an incredibly 
rapid and efficient pace, despite not currently functioning at its full potential. To 
accumulate enough data, it is presently working at approximately 5-7% capacity, 
while still operating faster than the human brain. This capability is one of the fac- 
tors that could make artificial intelligence an effective tool for misusing personal 
information obtained from individuals using the internet. As artificial intelli- 
gence continues to develop in the coming years, it may become capable of pro- 
ducing many quick results, which large enterprises and corporations may lever- 
age to rapidly exploit data and influence the public. This could result in easier 
access to data for everyone, including major corporations seeking to promote 
their products, restaurants, businesses, and even political leaders. 


The ethical implications of mishandling private data and utilizing it against peo- 
ple's wishes could potentially be minimized when artificial intelligence is 
involved in the manipulation and misuse of data. When AI is utilized, everything 
is treated more impartially since it is not programmed to discern differences in 
treatment and does not possess any emotions. This would improve the ethical and 
genuine nature of how AI uses data. 


In terms of using AI as a tool to misuse public data, there would not be any human 
interaction involved since ethics are at stake whenever humans are involved. 
However, as previously mentioned, ethics would not be a valid consideration in 
this instance since there would not be any human intervention. 


Compared to humans, artificial intelligence has several advantages and improve- 
ments when it comes to pattern recognition, optimization, speed, and effective- 
ness. When artificial intelligence gradually learns human patterns and behav- 
iours to enhance its machine learning (ML) capabilities for data analysis and 
eventually manipulate and misuse private and public data, it will have untapped 
power that has not yet been fully realized. 


How Can This Be Contained 

Artificial intelligence will be operating at peak performance and will have the 
ability to instantly examine, tamper with, and alter data. In order to protect the 
data and limit the possible influence that AI could have over humans, measures 
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need also be taken against it. 


First, one might begin by correctly optimizing AI to ensure that the data is secure 
and that no personal data is in danger. This could be accomplished by mandating 
that AI should not operate at a level beyond 70% so that it can function properly 
while not being so powerful as to negatively impact human existence. 


The AI system might also be forced to have periodic human interaction with 
appropriate human morality and ethics in place. This will prevent AI from having 
any negative effects, and data can be collected fast and securely while remaining 
in the correct hands because AI cannot be used to misuse it. 


To ensure that it is safe and cannot be further abused by the power of AI, the data 
that is left with it should never be particularly sensitive or of great value. If Al is 
going to be utilized to quickly extract, gather, and analyze data by creating pat- 
terns using its efficiency and ability, the governments might also be involved in 
order to legally set some laws in place. 


All of these steps could be very helpful in completing the job with the proper atti- 
tude, proper ethics, and at the best and most efficient efficiency possible while 
employing artificial intelligence. 


CONCLUSION 

The vast amount of private information and data that these companies and orga- 
nizations now hold will undoubtedly be exploited to either improve an individ- 
ual's global experience or damage their reputation. The advent of Artificial Intel- 
ligence (AJ) has increased the challenge even further. The global village's future 
will be shaped by AI in the ensuing decades and how it manages human digital 
footprints. 
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